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The Problem:

Networks today are managed from the
middle via proprietary, usually unrepli-
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policy which is not pervasive in a way 'Y oy v

which does not easily scale out and is N

prone to faults Our Solution: *

Push management and enforcement
Enabling Technologies tasks to the edge where resources can
automatically scale with the number

hosts and policy can be enforced perva-
sively with existing hardware.

Tasks are executed inside attested ex-
ecution environments (AEEs) which are
verified using TPMs.

* Trusted Computing:
End-hosts can be trusted
to manage the network

» Consensus
Consistent, fault-tolerant state

* Virtualization

Easy interposition on traffic

Deep Packet Inspection
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Sample Apps

\ /¥
Network Address Translation

Single core CPU Utilization (%)

| | | | |
0 100 200 300 400 500 600
Transfer rate (Mbps)

1000 E T T T T T 1 T 1 T  — I

C L ()
P - Bandwidth Allocation
o
s
— 100 ¢ -
S C
S L/ Latency to load google.com
o)
< 10 £ m
2 g Direct flow : g
/&-’,\ 10000 ! - I NATﬂ oLV — 1 qE)
Q 1 I L I I I | e}
(7] © 1
c§> 8000 + 100 1000 10000 100000 1 +06 g '
= ‘ ow size 2 '
5 6000 '\ - - R — _ £ RN Ve .
£ | | | |
= | | | |
% 4000 NN e - Attempt
> | | | |
o ‘ ‘ ; ; : ,
E 2000 k — - Latency to load google.com using bandwidth allocator /
— ‘ ‘ ‘ ‘
<<
Z




